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Section 1 - About This Document

This guide describes setup, configuration, administration and maintenance for the D-Link DWL-x600AP Unified Access
Point (UAP) on a wireless network.

Document Organization

The Unified Access Point Administrator’s Guide contains the following sections:
*) “Section 1 - About This Document” on page 9
*) “Section 2 - Getting Started” on page 11
*) “Section 3 - Viewing Access Point Status” on page 22

*) “Section 4 - Managing the Access Point” on page 35

*) “Section 5 - Configuring Access Point Services” on page 65

*) “Section 6 - Configuring SNMPv3” on page 75

)

)

)

)

)
*) “Section 7 - Maintaining the Access Point” on page 79
)

)

)

)

*) “Section 8 - Configuring Client Quality of Service (QoS)” on page 88
*) “Section 9 - Clustering Multiple APs” on page 104
*) “Appendix A - Default AP Settings” on page 113

*) “Appendix B - Configuration Examples” on page 115

Additional Documentation

The following documentation provides additional information about Unified Access Point software:

) The Unified Access Point CLI Command Reference describes the commands available from the command-line
interface (CLI) for managing, monitoring, and configuring the switch.

*) The User Manual for the D-Link Unified Wired and Wireless System provides information about setting up and
managing the Unified Wireless Switch (UWS), including information about how to use the switch to manage
multiple UAPs.

*) Release notes for the D-Link Unified Wired and Wireless System detail the platform-specific functionality of the
software packages, including issues and workarounds.

Document Conventions

This section describes the conventions this document uses.

(é Note: A note provides more information about a feature or technology and cross-references to
related topics.

Caution! A caution provides information about critical aspects of AP configuration, combinations of
settings, events, or procedures that can adversely affect network connectivity, security, and so on.

The following table describes the typographical conventions used in this guide.

Symbol Example Description
Bold Click Apply to save your settings. Menu titles, page names, and button names.
Blue Text See “Document Conventions” on Hyperlink text.
page 9
Courier Font WLAN-AP# show network Screen text, file names, commands, user-typed
command-line entries.
Courier Font Value Command parameter, which might be a variable or
Italics fixed value.
Square Brackets [ ] [Value] Indicates an optional fixed parameter.
DLink Unified Access Point Administrator’s Guide

April 2015 Page 9



Unified Access Point Administrator’s Guide Section 1 - About This Document

Symbol Example Description

Curly Braces {} {Choice1 | Choice2} Indicates that you must select a parameter from the
list of choices.

Vertical Bars | Choice1 | Choice2 Separates the mutually exclusive choices.

Braces within square | [{Choice1 | Choice2}] Indicate a choice within an optional element.

brackets [{}]

Table 1 - Typographical Conventions

Online Help, Supported Browsers, and Limitations

Online help for the UAP Administration Web pages provides information about all fields and features available from
the user interface (Ul). The information in the online help is a subset of the information available in the Unified Access
Point Administrator’s Guide.

Online help information corresponds to each page on the UAP Administration UI.
For information about the settings on the current page, click the Help link on the upper right side of a page.

The following figure shows an example of the online help available from the links on the user interface.

Basic Settings

From i Basax: Setings page, you can view vanous mimmabion about the UAP, mduding IP and MAL address inlereaben, ard configues the admmishaior pesseond far the LAP.

Descripien

P Addmss Shows the P addie== axsigned fo ihe AF. This i8d = not ediabie on fhis page because e IF address. s siready assigned (either by DHCP, or sisGcally thmouph the Elhemet

Saltings pagei

Ehaws ha IPvE addrass essignad b tha &F. This Tald & not edilabie on this page bacawse e IF address b aeady assigead [alher by DHCPE, or slafcally Birough the
IPE Address Earme: Setings g6l

Ehows e Pl Link Local addnasy, which i3 1he Py address ussd by 1he kCal physical link. The ink incal address i nid configurabie and 13 assigred Dy using 1he IPvE
1Pt Link Local Address Wesghizear Dis W
MAC Addiess Shawe (ha MAC addeest of T AP. The adtees chawen Bera & T MAC adrecs estocaied wih e manapemant imenace. Thi is Te address Dy wiich the AP i niwn

etBmally 10 ol i Pl rics,

i - 5 Shows version informetion absut fhe fiemvars cumently instaled on the AP As new versions of the YWLAN AF firmaane become availshie, you can upgrade the frmmane on

vaur AP=;
Prasuct b il Idanilifies Itk AP har hvara modal
Hardware Version Ideniiies the AP hardwars vemsion.
Device Mame Ganerc name o dentify the bype of hardmars.
Devicse Descriplion Prgridas infomefion aboud the product hardyara
Current Password Enter tha ourreat admineirator password. You must comeclly anier fe curent pazsword before you ane able fo dhange it
Entar & ras admiskrator passeid. Thd charachars Vo amer ang dipeyad 45 Dulial charallers 10 grevnt 0ars Fom saoing your passwond &8 you [vie
Mew Passsord The dTenEHRICT pAZewons musl b= an AigRameienc sining of up to B characiend. Do 1T LS cpedal (haracien of apaces

Node: A= an immecisbe first step in securiag your mrsl=ss nevork, v nrecommend hal you change the adminisiralor pa==woed fom 1he detaull
Confdiim Naw Password Ra-anter tha nere adminsimEior password be confim Fat you typed it 3= inlended.
Salot 4 himud raie Tor i serkal pon connectien. The keud rate on the AP must rsich e basd rabe on 1he teminal or femina esatsion o consact i i AP command-ins
mieracs (CLI & N & sedial (SFanie) cannacion
The folirwing baud rabes are awainbin
* om0
= G
* AR400
* BTE00
* 112300

P Name Enter a mamez far the AF. This name appears only on the Basic Seitings page and is 2 name 1o identify the AP fo the administator. Uze up o 64 alphanumeric chamcters, for
mrampls My AP,

Baud Rate

Figure 1 - Administrator Ul Online Help
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Section 2 - Getting Started

The D-Link DWL-x600AP unified access point (UAP) provides continuous, high-speed access between wireless
devices and Ethernet devices. It is an advanced, standards-based solution for wireless networking in businesses of
any size. The UAP enables wireless local area network (WLAN) deployment while providing state-of-the-art wireless
networking features.

The UAP can operate in two modes: Standalone Mode or Managed Mode. In Standalone Mode, the UAP acts

as an individual access point in the network, and you manage it by using the Administrator Web User Interface

(Ul), command-line interface (CLI), or SNMP. In Managed Mode, the UAP is part of the D-Link Unified Wired and
Wireless System, and you manage it by using the D-Link Unified Wireless Switch. If an AP is in Managed Mode, the
Administrator Web Ul, Telnet, SSH, and SNMP services are disabled.

This document describes how to perform the setup, management, and maintenance of the UAP in Standalone Mode.
For information about configuring the AP in Managed Mode by using the D-Link Unified Wireless Switch, see the User
Manual for the switch.

Before you power on a new UAP, review the following sections to check required hardware and software components,
client configurations, and compatibility issues. Make sure you have everything you need for a successful launch and
test of your new or extended wireless network.

The DWL-6600AP and DWL-8600AP are dual-radio access points and support the IEEE 802.11a, 802.11b, 802.11g,
and 802.11n modes. The DWL-2600AP and DWL-3600AP are single-radio access points and support the IEEE
802.11b, IEEE 802.11g, and 802.11n (2.4 GHz) modes.

This section contains the following topics:
*) “Administrator’s Computer Requirements” on page 11
*) “Wireless Client Requirements” on page 12
*) “Dynamic and Static IP Addressing on the AP” on page 13
*) “Installing the UAP” on page 13
*) “Basic Settings” on page 16
*) “Using the CLI to View the IP Address” on page 17
*) “Configuring the Ethernet Settings” on page 18
*) “Configuring IEEE 802.1X Authentication” on page 19
)
)

*) “Verifying the Installation” on page 20

*) “Configuring Security on the Wireless Access Point” on page 21

To manage the UAP by using the Web interface or by using the CLI through Telnet or SSH, the AP needs an IP
address. If you use VLANs or IEEE 802.1X Authentication (port security) on your network, you might need to configure
additional settings on the AP before it can connect to the network.

{é Note: The WLAN AP is not designed to function as a gateway to the Internet. To connect your
WLAN to other LANs or the Internet, you need a gateway device.

Administrator’s Computer Requirements

The following table describes the minimum requirements for the administrator’'s computer for configuration and
administration of the UAP through a Web-based user interface (Ul).

Required Software or Component Description
Serial or Ethernet Connection to the The computer used to configure the first access point must be connected
Access Point to the access point by a serial cable or an Ethernet cable.

D-Link Unified Access Point Administrator’s Guide
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Required Software or Component Description

Wireless Connection to the Network

After initial configuration and launch of the first access point on your

new wireless network, you can make subsequent configuration changes
through the Administration Web pages using a wireless connection to the
internal network.

For wireless connection to the access point, your administration device will
need Wi-Fi capability similar to that of any wireless client:
*) Portable or built-in Wi-Fi client adapter that supports one or more of
the IEEE 802.11 modes in which you plan to run the access point.
*) Wireless client software configured to associate with the UAP.

Web Browser and Operating System

Configuration and administration of the UAP is provided through a Web-
based user interface hosted on the access point.

We recommend using one of the following supported Web browsers to
access the access point Administration Web pages:
*) Microsoft® Internet Explorer® version 7.x or 8.x (with up-to-date patch
level for either major version)
*) Mozilla® Firefox version 3.5 or later
*) Safari 5 and later versions

The administration Web browser must have JavaScript™ enabled to
support the interactive features of the administration interface.

Security Settings

Ensure that security is disabled on the wireless client used to initially
configure the access point.

Table 2 - Requirements for the Administrator’s Computer

Wireless Client Requirements

The UAP provides wireless access to any client with a properly configured Wi-Fi client adapter for the 802.11 mode

in which the access point is running. The UAP supports multiple client operating systems. Clients can be laptop or
desktop computers, personal digital assistants (PDAs), or any other hand-held, portable or stationary device equipped
with a Wi-Fi adapter and supporting drivers.

To connect to the access point, wireless clients need the software and hardware described in the following table.

Required Component Description

Wi-Fi Client Adapter

Portable or built-in Wi-Fi client adapter that supports one or more of the
IEEE 802.11 modes in which you plan to run the access point.

Wireless Client Software

Client software, such as Microsoft Windows Supplicant, configured to
associate with the UAP.

Client Security Settings

Security should be disabled on the client used to do initial configuration of
the access point.

If the Security mode on the access point is set to anything other than plain
text, wireless clients will need to set a profile to the authentication mode
used by the access point and provide a valid username and password,
certificate, or similar user identity proof. Security modes are Static WEP,
IEEE 802.1X, WPA with RADIUS server, and WPA-PSK.

For information about configuring security on the access point, see “Virtual
Access Point Settings” on page 47.

Table 3 - Requirements for Wireless Clients
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Dynamic and Static IP Addressing on the AP

When you power on the access point, the built-in DHCP client searches for a DHCP server on the network in order

to obtain an IP Address and other network information. If the AP does not find a DHCP server on the network, the AP
continues to use its default Static IP Address (10.90.90.91) until you re-assign it a new static IP address (and specify a
static IP addressing policy) or until the AP successfully receives network information from a DHCP server.

To change the connection type and assign a static IP address by using the CLI, see “Configuring the Ethernet
Settings” on page 18 or, by using the Web Ul, see “Ethernet Settings” on page 35.

the first thing you must do after powering on the access point is change the connection type from
DHCP to static IP. You can either assign a new static IP address to the AP or continue using the
default address. We recommend assigning a new static IP address so that if you bring up another
WLAN AP on the same network, the IP address for each AP will be unique.

é Caution! If you do not have a DHCP server on your internal network, and do not plan to use one,

Recovering an IP Address

If you experience trouble communicating with the access point, you can recover a static IP address by resetting the AP
configuration to the factory defaults (see “Resetting the Factory Default Configuration” on page 81), or you can get
a dynamically assigned address by connecting the AP to a network that has a DHCP server.

Discovering a Dynamically Assigned IP Address

If you have access to the DHCP server on your network and know the MAC address of your AP, you can view the new
IP address associated with the MAC address of the AP.

If you do not have access to the DHCP server that assigned the IP address to the AP or do not know the MAC address
of the AP, you might need to use the CLI to find out what the new IP address is. For information about how to discover
a dynamically assigned IP address, see “Using the CLI to View the IP Address” on page 17.

Installing the UAP

To access the Administration Web Ul, you enter the IP address of the AP into a Web browser. You can use the default
IP address of the AP (10.90.90.91) to log on to the AP and assign a static IP address, or you can use a DHCP server
on you network to assign network information to the AP. The DHCP client on the AP is enabled by default.

To install the UAP, use the following steps:
1.) Connect the AP to an administrative PC by using a LAN connection or a direct-cable connection.
) To use a LAN connection, connect one end of an Ethernet cable to the network port on the access point and
the other end to the same hub where your PC is connected, as shown in the following figure.

D

&

The hub or switch you use must permit broadcast signals from the access point to reach all other devices on
the network.

D-Link Unified Access Point Administrator’s Guide
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) To use a direct-cable connection, connect one end of an Ethernet straight-through or crossover cable to the
network port on the access point and the other end of the cable to the Ethernet port on the PC, as shown in
the following figure. You can also use a serial cable to connect the serial port on the AP to a serial port on the
administrative computer.

For initial configuration with a direct Ethernet connection and no DHCP server, be sure to set your PC to a
static IP address in the same subnet as the default IP address on the access point. (The default IP address for
the access point is 10.90.90.91.)

If you use this method, you will need to reconfigure the cabling for subsequent startup and deployment of the
access point so that the access point is no longer connected directly to the PC but instead is connected to the
LAN (either by using a hub or directly).

% Note: It is possible to detect access points on the network with a wireless connection. However,
D we strongly advise against using this method. In most environments you may have no way

of knowing whether you are actually connecting to the intended AP. Also, many of the initial
configuration changes required will cause you to lose connectivity with the AP over a wireless
connection.

2.) Connect the power adapter to the power port on the back of the access point, and then plug the other end of the
power cord into a power outlet.
3.) Use your Web browser to log on to the UAP Administration Web pages.
*) If the AP did not acquire an IP address from a DHCP server on your network, enter 10.90.90.91 in the address
field of your browser, which is the default IP address of the AP.
*) If you used a DHCP server on your network to automatically configure network information for the AP, enter the
new IP address of the AP into the Web browser.
*) If you used a DHCP server and you do not know the new IP address of the AP, use the following procedures to
obtain the information:

+) Connect a serial cable from the administrative computer to the AP and use a terminal emulation program to
access the command-line interface (CLI).

*) At the login prompt, enter admin for the user name and admin for the password. At the command prompt,
enter get management.

*) The command output displays the IP address of the AP. Enter this address in the address field of your browser.
For a more detailed explanation about how to log on to the CLI by using the console port, see “Using the CLI
to View the IP Address” on page 24.

4.) When prompted, enter admin for the user name and admin for the password, then click Logon.

The server 10.909091 at requires a usemame and passwaord,

Warning: This server is requesting that your usemame and password be
sent in an insccure manner (asic authentication without a secure
connection].

T || Username
| Passward
\

Remember my credentials

[ ok Canecl

Figure 2 - Web Ul Login Prompt

When you first log in, the Basic Settings page for UAP administration is displayed, as the following figure
shows.

D-Link Unified Access Point Administrator’s Guide
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D-Link \Wireleag Access Point

™ Azcess Point

B gas semngs
s b Review Description of this Access Point ...
¥ Mana
& FSBML;:S Thasza fulds show information spechc {o tis scosss point.
= s [P Address: 10.50.50.51
b B paimtenance [Pve Address: i
= @cient 0o [PvE Sukoconfigured Glbal Addresses

& B Custer [PVE Link Local Address:
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20014

D Device Information
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Device Description: D-Link Wirelsss Access Point

b Provide Network Settings ...

Thess sethings appdy to this: access pont.

Current Fassword
M Pazgwaord

Canfirm new passaurd

b Serlal Settings ...

Figure 3 - Provide Basic Settings

5.) Verify the settings on the Basic Settings page.

*)Review access point description and provide a new administrator password for the access point if you do not

want to use the default password, which is admin.

*) Click the Apply button to activate the wireless network with these new settings.

E

settings when WLAN traffic is low.

Note: The changes you make are not saved or applied